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@ The USSR has an extensive blological and chemical warfare civil defense prograr.
The effectiveness of the program, however, is limited by the present lack of sufficic=:
resources such as shelters arid protective equipment. Preparations for defense against
biological and chemical :warfare ‘are similar in some respects to those for defense
agalnst nuclear weapons and Saviet. clvil defense preparations against chemical,
blological, and nuclear weapons have been and continue to be Integrated.

* Most of the Soviet civil defense shelters appear to provide adequate protectior.
against the effects of biological and chemical weapons. The standard-type shelters are
equipped with ventilation-filtration systems that include filters specifically designed
to remove chemical and biological contaminants. Currently about 10 to 20 percent of
the urban population can be accommodated in these shelters and accommodations for
15 to 30 percent are to be bullt by 1085. | = -

® Compulsory civil- dcfense training in general is not taken seriously by the

population. Nevertheless, those portions of the program dealing with chemical and .
blological weapons’ will generate-at a minimum increased public awareness of the

effects of such.weapons and appropriate defensive measures. '

. 'Soviet conocm with ‘civil defense aggainst blological and chemical weapons
continues even after a biological warfare treaty has been signed and talks on limiting.
- chemical weapons are under way. | fL o0 -
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R sovm'r CIVIL’DEFENSE AGAINST CHEMICAL

2 The princlpal mlsslons of the,Sovlet civil defense

defenslve preparations ‘against chemical warfare (CW)

‘and biological warfare (BW) are integral parts of the
sSovlet civil defense plannlng ‘and | are - allotted
‘appreciable time and- resources. The ‘most. obvious * |
'Indications of Soviet civil defense prepamtlom forCW | i
~ and BW. deffeme are:; (1) compulso:y trainlng forall |

;segments ‘of . the populatlod (2); ‘the “stated iSoviet poseible systems
'objective to provide’ lndlvldual‘ protection for the i ” pevhesl o G weepone I the, U

‘entire population;: (8) the. ptescnce of shelters that

provide ventilation-filtration - systems capable of

filtering out chemical and biological particulates; and !
(4) programs to ptotect azro-lndush‘al entetptlses and_

The Soviet program for’ civil "defense eom‘olnec",f e -
evacuation and individual and collective protection to |

safeguard the general population from the effects of
:the weapons of mass " destruction.: ,A ‘compulsory

“training program exists In"order to'train and educate -
" the population on the effects of nuclear, chemlcal and
biological weapons and also on; ' the! means for the -

defense against them. :The greateot slngle fnctn, tiat
_would limit the effectiveness of:the ' :Soviet. u'u-u to
prevent casualties is the lack of iufficient advance

warning of an imminent attack. ‘This factot also would -

determine in large pact the speclflc course of defenslve

uctions that would be taken. , - @{ SR I D

SOVIET PERCEPTlONS OF THE THRAAT OF BW
- ANDCW [ b

Perccptlons of the threat of BW and cw held by
the Soviet civil defcnse pollcymaken are not. clcnr

program are to protect the populatlon and to nlvage -
: the national economy in the event of alwar, While
{ ‘nuclear ‘weapons are clearly the main: Soviet wartime
: eoncem, chemical and—to a lesser extent-—-blologlcal '
-wcapons apparently - ‘#till _are regaxded as potential .
" Ithreats by the Soviet population Aceordlngly. ;

S04 . i ANDBIOLOGICAL WARFARJ

On the one hand lnstructions on the effects and

|- tralning ln the ' countermeasures to BW and CW

.weapons ‘are Integral parts of the civil defense
program. On the other, it now appears that the Soviets
have a relatively accurate evaluation of the current
defldendes ln Us CW and BW capabilltiu

e Sovlet: give attentlon to CW' and BW defense
preparednm probably because: - i

l)CWlndBdemdfahmﬂwmﬂto(empham
" {, placed on BW and CW in previous Soviet doctrine, which.was
mnndbunotbeenmbd.

: ! 2) pedodlc publldty in the US about the pmpoced binary
- ‘lmquuﬂﬁmmthmﬂnmdmwdn

. S)M&VmbovthtCW«Bmeommmd
| by potential adversaries other than the US; and

& 4) the inclusion of CW and BW In the civil defense program
. adds relatively little expense to the prog ~m In view of its

pmbqnndl value, and side benefits can be derived from this

mlnlu(—pdmdly the upgrading of public bealth standards,

lt Is probable that the Soviet BW/CW civil defense
efforts are attributable to some combination of the

| above reasons. The holdover of policy from earlier

years may be the predominant teason. Many of these
same reasons may be behind Soviet military policy
where a strong CW and BW defensive, as well as
cffensive, capability Is an Integral part of current
military planning.! Whatever the reason, the Soviet
military continues to devote extemlve resoL/ces to

CBR defeme

BW/CW ClVlL DEFENSE TRAINING

Defcnslve measures agnlmt BW and CW are
lntegrnl parts of the Soviet civil defense training
: progrum. The stated Soviet belief is that reliable
: methods exist to protect against the weapons of mass

: destruction and that substantlal reduction in losses can

"f : 1
o 'sﬂa(rr/

do\nelopedwbeutheus&dvhbhdfendvecw:ndnw _



‘be achleved lf the entlre populatlon Is famlltnr wlth>
thcm’ - e U _i, : s'l “ :

Civil’ defcme tralnlng ll compulsory In the. USSR.‘

f nnd includes. - essentlally . all | segments of the
- population.? This’ ‘training ls most obvious in schools,
.premilitary tralnlng programs, resesrch and academic
“Institutes, and .at manufacturirig” enterp'lses“‘ The

N training programs typically constst
classroom lectures, demommttom and exerclses using

.of :a serles - of

“protective clothing, | gas muh.lnnd shelter jequip:
‘ment.’” The lectures normally include descriptior.s and

places and at work enterprlses ll. A

tr.ed in the Usu L

‘agents described are those vthat

Wi l»
1

have beon standard-
I

Many students view thts traintng as useles, boring.

St

and gcncmlly a waste of time* Despite this poor '
reception, the’ compulsory clvil deferuc training |

succe~s In making most of the Soviet populatlon at

effects of nuclear, chemtcal. nnd btological weapons !
“and ‘the countérmeasures ‘to rthem .The : chemical

least aware of chemical and blologlcal weapons and
their effects, and such tralnlng ‘also: gives them some '
practical experience with protectlve equtprrent This
-awareness Is. reinforced hy civil defense’ displays and
. posters with a CW or BW theme that appear ln public -

[ l
I

. The Soviéts’ have lnstltuted many "¢hanges to :
modernize the civil defensa tralning ‘program In the -
. past few years.® The thrust of these changes has been :
' to emphasize practical skills rather than theoretical
~ knowledge given In lectures. The Soviets emphasize |
tire concept that by studytng and ‘practicing defensive :

~ techniques, it-is ' possible | to survive an attack by |

. 'weapons of mass destruction. They,  thereby, hope to

a4 .

'townrd CBR oefense u

‘overcome the often; eneountcred}attttude of futtllty

o

PROVISIONS FOB_ INDI|VIDUAL PROTECTION

“effects of an enemy ltrtlre with chemtcals or biological
‘weapons cousists of 'gas masks, lre:plraton. protecttve ,
clothtng. and lndlvidual ﬂrst ald ktts. ER

bl

“and self-ald kits containing decontamtnantr. chemical
‘antidotes, * antiblotlcs, ‘and;; antiradiation pills,

Nevertheleu. for practlcal reasom.'the Sovletl have
T
K P ';} P

A The stated Sovlet ‘ob]ecttve'ti to provlde ndividual ;
- protectlon for the entire population as'part of the civil |-
*'defense program.)1: 18, Townrd this! goal, ‘the Soviets | y
‘. have designed and. standardlmd numerous pleces of | ;'
<CBR protective’ equipment .stch- asi gas- masks for|
~adults and children; protective! chambers for infants,.

' not stockpiled such’ equipment for ¢ every man, woman,
A and child,- even in urban areas.. For -the general

population, it appears the Soviets ntend to relytoa -

“significant degree on improvised methods of CBR

protection as evidenced by the civil defense teachings
or methods of making such Items as gauze dust masks

‘and lmpregnated clothlng at home. . .

A variety ‘of “sources lndlcate that the avallable .
{ndividual - CBR. protective - equipment - will be

distrlbuted I order of prlority. Civil defense..'v e

personnel, security forces, and personnel in emeérgency

services . will be ssued complete protective suits and

gas masks; This equipment: also may be issued to

workers In key Industries; . otherwise, workers in

factories and institutes will be lssued only gas masks, 17

The general population will receive protective
equipment as it is avallable; lt is not known how this

will be accompllshed v

PROVISIONS FOR COLLECT IVE PROTECT lON

The Soviet program for the collective protection of
the population from the effects of nuclear, chemical,
and blological weapons emphasizes shelters. There are

permanent shelters and shelters that are to be

“hastily” constructed from avallable materials when
there is a threat of war.® !* Permanent shelters have
been built for many years in the Soviet Union, and
new shelter designs were developed following the
resurgence of interest in clvil defense in the late 19603

The shelters are eonstructed in varying stzes (small,

‘capacity. up to 150; medium, 150 to 450 ; and large,

over 450 persons) and are located either in a basement

.area or underground in an area adjacent to a building.
:Although . shelter construction appears to be
‘progressing at an appreciable rate, the number already
‘built Is estimated to be sufficient to protect between

A ’:': Protectlon ‘of the; itndlvldua from'the lmmedlatc ~.110-20 percent of the urban population.!? By 1985, an

‘estimated 15 to 30 percent of the urban population
:will be protected. While the effects of nuclear weapons

* are the primary. considerations in the datgns of these
. ishelters, “most. _permanentsshellers appear to provide
-~ adequate’ protectlon t'rom the eft'ects of chemtcal and
fblologlcal weapom. ' TS

The degree ot' protectlon that Sovtet shelters afford '
to chemical and blological contaminants is dependent

primarlly on the design, capacity, and maintenance of

the ventilation-filtration system. This system has the

- icomplex task -of rogulating the: composltlon.‘

‘temperature, and humldity of the alr
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chfmnfaﬂvo Doﬂgn of a Sovnef Civil Defense Shelter

The standard system commonly describcd as belng
lused In Soviet ‘civil defense shelters, - utilizes: two
'separate filiering components’ with common
' ductwork.® !* One unit is designed to remove dust and
i radloactive particles,and the other to remove chemical
‘und blological contaminants, An air-regeneration
‘system to be used when the shelter must be scaled
frequently Is described as part of the ventllatlon-
: flltrutlon system. o

Protection from the effects: of 6hémlc§ljand

blological contaminants is achieved by passing the

incoming alr through particalate and adsorptive
filters. Systems designed for this task ‘have been
avalluble for many years in the Soviet military, and
some of these same unlts—particularly : the model
FVA-49—are used for air purification in civil defense
shelters. The FVA-49 model (Figure 2) draws air from
outside the shelter through a tler of three large
- replaccable canisters. Each canister contalns paper
particulate filters (for removing biological icon-
taminants) and activated oharcoal (for adsorbmg
“chemical agents). ' ; ; _; :
|

The FVA-48 model also wlll remove radloactive
particulate matter, but this task proferentlnll) Is
accomplished by an olled, fiber mesh dust filter unit,
‘This unit is located away from the maln Ishcltcr arca
near the points for alr intake. Thus, the radioactive

o ..

SeGRET
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substnnces that accumulate in the filter are kept at a
: safe distance from the shelter occupants.

' 1.Alr Intake 2. Emergency Al intake 3. Valve 4. Prefilter
! - Changeover Rod 8, FlltobAdiofptlon Canisters

7. Electro-Manuel Blower 8 Blower Shaft 9. Motor
10. Alr Separation System 11, Duct 12, Motor Switch
13. 8“!!'ng Valve ‘

IS

Figure 2. Stondard Soviet Model FVA-49 Ventilation-
Filtration Unlt




No:mal ventllatlon ol' the shclter {s darrlod :out wlthv :

‘only the particulate filtering unit engaged. This unit
"has a much higher capacity: and less aerodynamio

resistance than the blological and chemical. filtering .

unit.!® The latter is to be activated when a blologlcul
or chemlcal attack occurs orls antlclpated :

Relerenccs have boen madd in the Sovlot llteuture

i to alr-regenetatlng lystems for'civil defense shelters ¢ 0

* 7L nese systems are_for use when thejoutside alr is not

usable, such as during a fire dto:m. axld the shelter is

sealed hLermetically. .The- system jmost : :commonly -
; descrtlwed
canisters to: ‘adsorb carbon 'd
compressed oxygen orairto supply ¢ oxygen (Figure 3a):
" Various Soviet civil .defense ]manuals also imention
' superoxide: $yste.ns. as - being ‘more’ ladvanced air-

‘relles on lithium |or':éalcium . hydroxide
loxldeland cylinders of

regeneration units (Figure 8b)! ’l‘hesc rdferencu do not

“specifically state, howevcr, under what.. lmtuncea—;
- other than in.areas of high-fire pmbablllty——thc ales -

regeneration’. systems actually arc lnstalled Where

such systems exist,: thelr:use wlth the sealed shelter
would provide complete pmteétlon l'rom chemical and

bacterlologlcal agents o l' % L : ’
s

The malntenance requlred to ensure full effectlve'
ness of shelter ventilation-filtration systems: Is high:

- Soviet publications call for perlodlc lnspectlon of seals|
_overpressure valves; and shock attenuation devices.!!
' Humidity, ‘which causes’corroslon ‘of: ductwork and

electrical equipment and the deterioration of canister
- contents, ‘is the greatest single problem in sheltet
"malntenance, Periodic inspection, olling, and palnting
‘are required to malntain tl\e cffectiveness of the
_ventilation- llltratlon system in_ removlng CBR

contaminants. . ;i’_‘_i A

Less sophlstteated permanl:nt shelten as well as

.dealgns for shelters to be built from’ available materials

“in the evont of war have ‘appeared In' the Soviet
literature in recent yeari,® The degree of protection

afforded by these shelters depends on the existence of
air-filtering units. The designs for lmprovlsod filtration
systems inclide such. techniques as drawing the
incoming alr through al-m! thick bed of sand and
furnace slag.® The Soviets claim that such techniques
are effective In removing CBR contaminants, but the ;

* effectiveness would appear to be largely dependent on

the skill of thc tndlvlduals constmctlng the systems

PROTECTION OF l"OOD RESERVES AND'

|
- - | i

The Soviet civil defense | 'program also’ Includes
pravisions for protecttng food luppllet and agrlcultuml

?’r i1

: AGRICUL’I’URAL CROPS

i ,;l,l r

R

_crops ‘In’ the ‘event of hostilities.? ¥ Enterprises for
- agricultural production are believed by the Soviets to
“"be vulnerable to radioactive fallout and also to
possible attack by “anticrop™ chemical and blol(glcal
warfarc’ .

The Snvlets have feserves of food whlch are relcrred
to as “'state reserves” and “'strategic reserves.” 18 1¢ 1t
. Only the reserves.of graln. the staple of the Soviet diet,
-have been studled to any extent In the lntelllgence
communlty v : :

The dlstlnctlons between the dlfferent types of graln
{reserves are not clearly understood. The Sovietsdo not
publlsh lnformatlon about the amount of grain in the
|strateglc resetves nor the varied types and places of
i grain - storage; the amounts that are reserved for
_; wartimie military and civil defense use are not known.
': Nevertheless, In addition to the traditional grain
. bunkers_and other farm storage, the intelligence
~‘community has identified a number of unusual
'bunkered grain storage facilities located throughout
.- the USSR. These facilities consist of underground or
. | seml-underground structures and could be storage for

‘a small part (about 2.6 million metric tons) of the
Soviet strategic grain reserves.” * The underground

' bunkers are constructed of reinforced concrete with an
; ;earth' cover which would enhance’ the bunker's
- i survival against nuclear weapons effects. They also are

- expected to provide good protection from chemical
..and biological contamination because they could be
easlly sealed for perlods long enough to ‘permit
decontamlnatlon of the area.

Recent Soviet and Soviet Bloc publlcatlons describe -
.- the civil defense program for agro-industrial,

E'mmplexes and specifically address the problem of

1 protection of livestock from the effects of biological
:'and chemical weapons** This program is consid-
‘‘ered to be of increasing importance because of the
_i trend In the USSR toward concentrating livestock in
_:large agro-industrial enterprises.**. ‘The methods

* described for protecting livestock include: (1) Isolation
. of the most valueble anlmals in alrtlght structures; (2)

> “the use- of special *

gas masks” for some animals;®

% efficient use of antidotes and vaccines; and (4) the _'

protectlon of feed and. water supplies from
- contamination by chemical and biological agents. The
‘Soviet . publications state that tralning of farm

"peuonnel in these techniques is provided at

'!f;senﬁ/

agrlcultuml {nstitutes and trade schools.

It {s doubtful that Soviet livestock enterprlscs
presently have many structures that would provide
adequate protectlon from blological or chemilcal
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_posts; Thealerts ‘are’ trammltted Yhrough :the civil
: defense communlcatlons netwo
“aver television. and rad
i‘and t'actory whlstlei. #

populatlon and they present In!detail the action to be;

;elght wamtng ‘and alert’; slgnals.’ .8 Two_of these
‘warnings’ are’; "Chemleal 'Attack’ i and :*Blologlcal| - :
' Cantamination.”" All of the alefts are to be initiated by

(2) determine and mark the borders of :contamtnated

ulgernts. ot that the.fsovlotil: have: distributed Tivestock
gus masks, On the other hand; the Soviet livestock

Industry is dlspersod to the extent that only a small .-

purt would bo-threatened by a direét:chemical ‘or
blological attack. Thus, the plans for agro-tndustrlal:
protection may appear thorough on paper, but they

only could: be implomented with much expeme and, ,

thorough tralnlng ot the labor' force. e

. cm: 4 rca‘ ' AND BIOLOGICAL ALERTS

'!l f! . |

The Sovlet public-ls nqulrdd to. ‘kniow' a serles of;

local -or ‘national clvll defense: staffs' and command

tworks; armounced locally|
di lso wunded by :lrem _

Publlcattom are ‘widely dts:rlbuted’ to ,the Sovlet

“taken following an ‘alert, Baslcally. these Instructions;

direct the use of gas masks'and protective clothing and
.when and how to enter shelters. If shelters are not:
‘accessible,  the "people wtll be’ Instructed to leave!

_contaminated areas or to awalt farther instruction.
- Estimated ‘times for the: completlon of each step of g

‘these procedures are publlxhed ‘1

irosr-srmxa CHEMICAL AND. mor,oclcmf

RECONNAISSANCE P

AND MED]CAL PLANNING
E '[~i : ;
Sovlet civll defeme plans al!e hlghly. dependent on
rapld, efficient reconnalssance units | to datermine’
arcas of destruction and contamlnatlon following an'
enemy strike with weapons of mass destruction. The:
reconnalssance activity Is conducted: by a number of-
general, as well as speclalized;: units: within both the.
military and clvlllan defense forces ‘l‘ e ;

The detectlon and ldentlflcatlon of chemtcal agents
are the respensibilities of chemical teconnalssance
units that must accompllsh the followlng tasks: (1)
determine the.time and plncer of the chemlcal strike
nnd the type and concentrutlon of agent employed

arcas; (3) determine the direction of spread of the
chemical agent; and (4) determine and mark rou-.-.

~ for bypassing areas of chemical contamination. T!.cze
chemical units are trained to operate both on foot and _.

in vehtcles' N

Some: Sovlct clvll G fcnse publtcatlons dcscribe' |

" medical-chemical réconualssance ‘teams that- follow

 the chemical reconnatssance _patrols. These teams are
_responsible for preventing mass secondary chemical

injuries by the ingestion of chemically contaminated
water and food : products.’ ‘These. teams also are -

: responsible’ for.- testtng food ‘and: water stores with
! instruments and’ taklng samples for detailed analyses
to be performed:in the. laboratories | of the state
. Ié;-sanltary-epldemlology (Sanepld) stations. ¢

. Soviet ‘plans call for’ medical treatment to ‘be

administered . to chemical casualties. as_soon atter
exposure as Is ‘possible. To accomplish this, antidote -

: syringes are reported to be Included in the personal

: first ald kits of civilians to allow rapid self- and mutual-

"aid. Follow-on' medical aid for chemical casualties is

- rendered outside the contaminated areas by first aid

- detachments. In a second medical evacuation stage,

 specialized medical care for chemical casualties Is to -
be administered at hospltals outside urban areas.’

The Soviet approach to containlng the effects of
biological ‘weapons within the general population is to
use strict “quarantine” measures. The Soviets realize

“the impossibility of determining the exact boundarles

of a blologically contaminated area. Consequently, ~
their BW defense plan focuses on identifying the
location of the source of the contamination and then
determining the approximate boundaries of "con-

‘tamination based ‘on meteorological and epidemio-
- logical considerations. Once the contaminating agent

is identified, the best course -of decontamination,
therapeutic, and ‘preventive measures will be chosen.

. The Sovlets realize that detalled procedures cannot be

standardized because of the number of possible BW
agents that could be used against them and the lack of
effective vaccines and antibiotics agalnst some of
them.®. Thus, the overall effectiveness of the BW
defense plannlng will depend on the ability of the
Sovlets to (dentify rapidly the causative agent and to
lmplement countermeasures

E:/
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